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[Tepiexopevo AlIGAECNC

EcwTtepikog lNpoypapupatiopog DB I

EocwTtepikog Npoypauuatiopog
Scripts/Batches o TSQL

Stored Procedures (Sprocs) o TSQL
SQL Injection Attacks — How to prevent?
User Defined Functions (UDFs) oe TSQL
Cursors og TSQL

ESwTtepIikog MNMpoypauppatiopog DB

Evowpatwpévn SQL (Embedded SQL): SQLCA ka1 SQLJ

Evowpatwpévn SQL pe KARo€Iig ZuvapThHoewy
(Embedded SQL with APIs and Functions Calls): JDBC
kalr SQL/CLI (ex ODBC) 20-2



B) Stored Procedures og TSQL

« Stored Procedures (Sprocs), cival evioAéc (T)SQL ol
OTTOiEC aTToONnKeEVOvVTAl OTN BAON OEOONEVWV KAl Ol OTTOIEC
UTTOPOUV VA TTAPOUV OPICHATA KOl VA ETTICTPEYOUV TIMEG.

* Mapadseiypya: Anuioupyia Sproc 1o OTT0IO ETTIOTPEPEI OAOUC
Touc Employee

.5¢ Microsol ft SQL Server Management Studio Express ) =] P
File Edit VYew Tools Window Community Help
I Huewouery |y |5 W @ | B B B B F g
I Object Explorer ~ _XYZ\SQLEXPRES...QLQuery1.sql* T X
USE epl342 —
GO I—
CREATE PROC spEnmployee
[+ [ System Databases A3
= J epl342 SELECT * FROM Empl
CREATE PROC spEmployee o b = = I (ol
= blog m= == -, g 4
p p y @ views =~ A |
- 3 Messages I
P # [ Synonyms
= 3 Programmability Chniand(s) completed successfully. d
{ [= [ Stored Procedures
\ # [ System Stored Procedures /
~ + [Z] dbo.spEmployee 7
* ~ [ 3 Functions —_—’
SELECT * FROM Emp1 S e
[+ [ Assemblies
# [ Types
# [ Rules ;1
G O # [ Defaults 3 ;l
+ il | W _
< R Rl | L'—I (D [XYZ\SOLEXPRESS (9.05P3)  [XYZ\dzeina (52) |epl34

GO is not a SQL keyword. Reacy Y

It's a batch separator used by client tools (like SSMS) 20-3
to break the entire''seriptup-nto batehes



Stored Procedures os TSQL
Sproc xwpic lNapaperpoug

« KARon Sproc (xwpig Mapauérpoug) péocw EXEC

.f\ Microsoft SQL Server Management Studio Express =10 5]

File Edit Yiew Query Tools MWindow Community Help

Qewouery |0y |5 W o | (3 Ba B2 5

™ T A —
2 33 17 | epl342 | ¥ Execy W 0 o | %5 |5 N (6 = B
U S E e I 34 Obje plore ? XYZ\SQLEXPRES...QLQuery1.sql* | Summary i v X
47 19 | FEXEC spEnmployee =
=) [ XYZ\SQLEXPRESS (SQL Server 9.0,4053 - X¥z\dz: ‘ o

[= [ Databases
1 System Databases
= | epl342
[# [ Database Diagrams
[# [ Tables
[+ [ Views
[ Synonyms
1 Programmability
[= 3 Stored Procedures

GO
EXEC spEmployee

S —

o ®

< |

] Results | 2 Messagesl

[# [ System Stored Procedures —
B [ dbo.spEmployee ssh I Fnamel Minit | Lname | Dno | salary |

” ” 1 [ Parameters 1 1 B Smith 2 NULL
a VT o a [Z¥ Returns integer 2 2 1 T ‘Wong 5 10000
3 Functions 3 |3 1 J Wong 2 40000
[ Database Triggers 4 |4 1 NULL Zelapa 4 40000

Assembli —
y ¥ 1 Assembles 5 |5 1 NULL  Wallace 2 30000

& [ Types =
« AKUpwon SProc s I R
[ Defaults 717 1 T Wong 2 56000
1 Security 3 3 1 E Jabbar 2 NULL
J Northwind 3 |1 1 B Smith 2 NULL
DROP PRO‘ S Em IO ee . @ [ test 10 | 4411111933 NULL  NULL NULL  NULL NULL

[ [ Security |
’ @ O Server Objects 11 | 3311111393 NULL  NULL NULL  NULL NULL

[ Replication

&3}

1 Management

q 0 [_/)\WZ\SQLEXPRESS (905P3)  (XYZ\dzeina(52) |epl342 |00:

Ready

=

ni Col1 chi

mws

 MetafoAn Sproc
— ALTER PROC

AS SELECT * FROM Emp1
GO
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B) Stored Procedures oe TSQL
(XOpAKTNPIOTIKA Sprocs)

Baoiko NMAsoveEKTnpa Sprocs:
— Emidoon/Meiwpévn Kivnon Aiktuou: To Sproc civai
Precompiled/Optimized Tpiv TNV KAjon Tou. ETriong
MEIWVETAI N KUKAO@opia dedopeEvwy petacu DBMS kai

TTPOYPAPUATOG EPAPHOYNG.

Mikp6 lNMakéTo

DBMS Stored Procedure: Program
SProcs Call spEmpDp WITH Stored
Procedures
Dynamic SQL:
SELECT * FROM Program
- : ,_EMPLOYEEE,___ [WITHOUT Stored
= DEPARTMENT D Procedures
Catalog/ Indexes Tables_~'riggers WHERE \
E.Dno=E.Dno

MeyaAUTepo lMNMakeETo 2¢.5



B) Stored Procedures oe TSQL
(XOpAKTNPIOTIKA Sprocs)

AMAAa MNMAsovekTApaTa Sprocs

— Aoc@dAcia: Ta Sprocs pag emTPETTOUV Va dWooulE TTpdoaon o¢
AgiToupyieg TNC BAoNG Xwpig va divouue TTPOCRaCN OTOUG TTiIVOKEG.

— AkpiBeia: O1 dieragpéc (ODBC, JDBC, KTA) 0Tn TpooTrdbela va TTpocPEPOUY
Eva Kolvo uttoBaBpo AsiToupyiag o€ dIAPOPETIKOUC KOTAOKEUAOTEC BACEWY
KAvouVv d1AQopouc cuupIfacpous otnv akpipeia (1T.x., METATPOTTH TUTTWV KTA)

— EUKOANn peragopd og aAAn Nwooa MpoypappaTtiopou: Autd epdcov OAn
N Aoyikr) TNG BAong uAoTToIEiTAlI ECWTEPIKA Kal OXI OTNV YAwooda
TTPOYPONUATIONOU.

— Meiwvouue Tov Kivouvo yia SQL Injection emBEoelg.
— Meiwvoupe Kal TNV £€KBeon Tou TINyaiou Jag KWOIKA TTPOC TA £EW.

MelovekTRUOTO Sprocs

— AUvokoAn Metagopd og dAAo DBMS: Autd AGyw Tou OTI OI YAWOOEG TTOU
xpnoidotrolouvTal o€ MNpoy. NA\wooec Bdoswv Agdouévwy (T1.X., ouvtacn TG
TSQL) dev gival TTPOTUTTOTTOINUEVEG
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B) Stored Procedures oe TSQL
(Sproc pe Napauetpo Eicddou)

 Mapadeiyya Sproc: Bpeg 6Aa Tta name, dependent name
Bdaoel Katrolag cupBoAooelipdg avalATNoNG

USE epl342 lNMapauetpo¢ Eicédou = FnE!w PI»IS YEaEe Dno |

GO (max apiBuéc = 2100)

CREATE PROC spEmpDep/ Qe _Frenkin T Wong 5 ]_
@SearchName nvarchar(50)

AS
SELECT E.fname, D.dname
FROM Dependent D, Emp1 E
WHERE D.ssn=E.ssn AND ssn " dname

D.Dname LIKE '%' + @ SearchName + '%'; Natali
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Prokopis

KAon Sproc: EXEC spEmpDep ‘Ach’ : i
=> Emotpépel Franklin, Achilleas DEPENDENT
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B) Stored Procedures oe TSQL
(Sproc ue lNapauerpo Eicodou/Ecodou)

* lNapaderyua Stored Procedure tTou Aapavel wg €icodo
¢éva CustomerlD kal eEAEyXEI TO IOTOPIKO AYOPWYV TOU £V

)\(')VUL) 'ITS)\(']TI’]. MeTaBAnTr €¢6dou
CREATE PROCEDURE sp_CustomerLevel
@CustomeriD INTEGER,

@CustomerLevel VARCHAR(20) OUT
AS
DECLARE @PurchaseTotal DECIMAL(8,2)
SET @PurchaseTotal = (SELECT SUM(amount) FROM transactions tr
WHERE tr.CustomerID = @CustomeriD)
IF @PurchaseTotal =0

BEGIN
SET @CustomerLevel = ‘Empty’ )
RETURN KARon Sproc sp_CustomerlLevel \
END DECLARE @CustomerLevel VARCHAR(20)
EXEC sp_CustomerLevel 12391, @CustomerLevel OUT
IF @PurchaseTotal > 1000 PRINT @CustomerLevel
SET @CustomerlLevel = 'Standard' = EmioTpé@el Empty
ELSE

SET @CustomerLevel = ‘Gold’ 20-8



SQL Injection Attacks
T1 €ival;

« Eival n TepITTTWON TTOU £vaG KOKOBOUAOC XpNoTng
OIECAVEI AVETTITPETITEC TTPACEIC OTNV KATAOTAON TNG

Baong pag

— [1.x., elcaywyn/diaypagn/evnuépwon 0eOONEVWYV N
mvakwyv SELECT/INSERT/UPDATE/CREATE, ektéAeon
pouTivwv TNG Baonc EXEC yia 11.x., Gvolyua TTopTWwV,
EMPUTEUOT KOKOBOUAOU KWOAIKA, KTA.

— To 2018-2019 n Fortite, Tesla kai Cisco ritav 6upara.
o Apopd tTepITTTWOoEIC Auvapikne SQL

SELECT E.fname, D.dname
FROM Dependent D, Emp1 E
WHERE D.ssn=E.ssn AND

D.Dname LIKE '%' + @ SearchName + '%'"; 20-9



[Tapaodeiyua

 Ymro0£éoTe Tov akOAouBo C# kwdika (UTTOPOUCE Va gival
PHP, Java, KTA.)

var Shipcity;

ShipCity = Request.form ("ShipCity");
var sql = "select * from OrdersTable where ShipCity =" +
ShipCity + "";

O xpnotng divel oTo input
Redmond'; drop table OrdersTable—
* Ti ekTeAgiTal;

SELECT * FROM OrdersTable WHERE ShipCity =
'Redmond';drop table OrdersTable--'

20-10



SQL Injection Attacks

Tutrol EmTBéowyv
Union-based SQL Injection

— EmukoAAnon oto result-set emuntA€ov anoteAeocpatwy

ue UNION
Error-Based SQL Injection

— EktUnwon eriumA€ov anoteAeopatwy pe PRINT oto
standard error

SQL injection based on user input

— EmukoAAnon eriumA€ov statements m.x., DROP,
DELETE, KTA w¢ HEPOC TOU query

20-11



SQL Injection Attacks
[Tw¢ atToTpETTETAL,

* Eival TTepIiTTAOKO BEpa o€ TTOAAG ETTITTEDQ TO OTTOIO
0a ayyicoupe YOVO ETTIOEPUIKA
— QIATpapioua Eilocddou & Blacklisting (11.%., O€
XOPAKTAPEC “<>/?*()&”, SELECT, EXEC, INSERT, file name
handlers: AUX, CLOCK$, COM1 through COM8, CON, CONFIGS,
LPT1 through LPT8, NUL, and PRN.KTA)

— EAGyioTa dikaiwuaTa oTov XpnoTn
— Xpnjon Stored Procedures (0x1 Dynamic SQL)

— Xpron €CEIBIKEUPEVWV OOUITWV AOPAAEIAC Kal EPYAAEIWY
eAEyXou (penetration testing)

— [epiooodTepa: https://learn.microsoft.com/en-
us/sql/relational-databases/security/sql-
injection?view=sql-server-ver16 20-12



SQL Injection Attacks
QUOTENAME, REPLACE

e SELECT QUOTENAME ( 'character string' [, 'quote character'])
— Meplopidetl TNV €l0000 o€ 127 XOPOAKTNPEC (XTIOTPETIEL
buffer overflow attacks through SQL injection - see

example on prior slide)
¢ HeyoAUTEPQ strings el00d0v eriatpePouvv NULL

— MpocBeTEL SLOXWPLOTIKA £TOL WOTE N CLUUPOAOTELPL

£Ll00d0VL va glval SOKIUN

« single quotation mark ('), a left or right bracket ( [1), a double quotation mark
("), a left or right parenthesis ( () ), a greater than or less than sign ( ><), a left
or right brace ( {} ) or a backtick ( 7).

« Ta left or right bracket ( []1) elvau default
e SELECT QUOTENAME('abc def’); Awvel [abc def] (1 row(s) affected)

e SELECT REPLACE('abcdefghicde’,'cde’,'xxx’);

— AvtikaBOlota yopaktnpec o€ pio. ookoAouBio eLoodoro-13



Sanitizing Input in Stored
Procedures

ALTER PROCEDURE dbo.My_Stored Procedure

@String_Parameter VARCHAR(289)

AS

BEGIN

SELECT @String_Parameter = REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPL

ACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(R

EPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLAC
E(REPLACE(REPLACE(REPLACE(REPLACE(@String_Parameter, '@',"), '#,"),'%","), """, "), 's", "), '"A', "), !

&, 1), 1)) ), ), ) ) ) )T ) ) ) NS ) ), ) ),
), L, ), T, ), ), ), ), ),

SELECT @String_Parameter;
END

S

Daisy chaining replace is messy but works (as opposed to
regex solution):

https://www.sglshack.com/sanitizing-inputs-avoiding-security-usabili
ty-disasters/
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Napadelyda ANayrig Password:

CREATE PROCEDURE sp_MySetPassword
@loginname sysname,
@old sysname,
@new sysname

AS

—— Declare variables.
DECLARE @login sysname
DECLARE @newpassword sysname
DECLARE @oldpassword sysname
DECLARE @command varchar(2000)

—— In the following statements, the data stored in temp variables

—— will be truncated because the buffer size of @login, @oldpassword,
-— and @newpassword is only 128 characters, but QUOTENAME() can return
—— up to 258 characters.

SET @login = QUOTENAME(@loginname, '''")
SET @oldpassword = QUOTENAME(@old, '''")
SET @newpassword = QUOTENAME(@new, '''")

—— Construct the dynamic Transact-SQL.

—— If @new contains 128 characters, then @newpassword will be '123... n
-— where n is the 127th character.

-— Because the string returned by QUOTENAME() will be truncated,

—— it can be made to look like the following statement:

—-— UPDATE Users SET password ='1234. . .[127] WHERE username=' -- other stuff t
SET @command = 'UPDATE Users set password = ' + @newpassword
+ ' where username =' + @login + ' AND password = ' + @oldpassword;

—— Execute the command.

EXEC (@command); 20-15
GO




C) UDFs og TSQL

 UDF (User Defined Functions): cuvapTiOE&Ig TOU XpNoTN
Ol OTT0ieC atToTeEAOUVTAI OTTO EVTOAEG (T)SQL Kal o1 OTTOIEC

atrolnkevovTal oTn BAaon dedouEvwy.

e 2NUEIWOTE OTI KABE BAoN OEQOPEVWV TTAPEXEI
Kal built-in cuvapTosic ol oTroie¢ ovoudlovrer |
System Functions (11.x., MAX, MIN, ABS, KTA)

 Ta UDFs (TSQL) diakpivovTtal OTIC KATNYOPIEC:

« Scalar-valued Functions = EtmioTpé@ouv BaBpwtn
Tiun (Scalar: int, varchar, KTA.)

« Table-Valued Functions = EmioTpsgpouyv lMivaka

« Aggregate Functions = EmoTpépouv KATTOI0
ouvaBpoIoTIKO atroTEAETPA (TT.X., MIO ECEIDIKEUMEVN
MAX ouvapTtnon)

B ctions

[ Table-valued Functions

[ [ Scalar-valued Functions
W dbo.MetersTolnches

| Aggregate Functions

Z‘—J |1 System Functions
(= [_J Aggregate Functions

& Aval)
= W Binary_checksum()
= B Checksum()
[+ ],"E: Checksum_aga()
= B Count()
= B Count_big()

& U8 Grouping()

= 2 Max()

) U8 Ming)

) U8 stdev()

& U8 Stdevp()

= M8 Sum()

& U var)

& U8 varp()
[+ [ Configuration Functions
[+ | Cursor Functions
[+ [ Date and Time Functions
[+ [ Mathematical Functions
[+ [ Metadata Functions
[+ [ Other Functions
[+ |_ Rowset Functions
[+ | Security Functions
[+ |1 String Functions

[+ [ System Statistical Functions p
[# [ Text and Image Functions




C) UDFs og TSQL
(Mapadeiyua |)

* Mapadeiypa Anuioupyiac UDF (Scalar) tTou
uetarpeEtrel Ta MéTpa oc ‘lvroeg

CREATE FUNCTION dbo.MetersTolnches (@Meters DECIMAL(10,3))

-- MNapaperpog Eicddou (d1a Tiung)
RETURNS DECIMAL(10,3) -- Tiu} EmoTpo@nic (dev uttopoupe va
TTEPACOUNE TIMEC OIa avaPopdic ®)
AS

BEGIN
DECLARE @Inches DECIMAL(10,3)

SET @Inches = (@Meters * 3.281 ) * 12
RETURN @Inches -- ETrioTpo@ry ATTOTEAEOUATOC

END ['evikaQ, 1I0XU0OUV Ol yVWOTOI KAVOVESC OUVAPTNOEWV TTOU UTTAPXOUV

o€ AAec yAwaoaoeg (.., euBéAcIa ueraBAnTwy, KTA)
20-17



C) UDFs og TSQL
(Mapadeiyua |)
« KAnon UDF (Scalar):

SELECT dbo.MetersTolnches(123.45) AS ‘Inches’

ETioTpLpcEl:
Inches

4860.473
(1 row(s) affected)

AAMo MNMapaderypa:
SELECT Weight, dbo.MetersTolnches(Length), Cost, ...
FROM Products

WHERE ProductID = 199232
20-18



C) UDFs og TSQL
(Mapadeiyua ll)
 UDF ywpic TTapdaueTpo

CREATE FUNCTION dbo.Two ()
RETURNS INT -- Tiufy ETNIOTPO®AC

RETURN 2 -- EToTtpo@n ATTOTEAEOPATOG

AS
BEGIN
END
Query KArion UDF
SELECT * oro WHERE

FROM EMP1 /
WHERE ssn = dbo.Two()

AtrotéAeopa EkTéAeong Query

ssn Fname Minit Lname Dno

salary

2 Franklin T Wong )

(1 row(s) affected)

10000

20-19



C) UDFs og TSQL
(UDF Table-Valued Function)

CREATE FUNCTION dbo.GetEmployees()
RETURNS @records TABLE -- AnAwon o n 2uvaprnon Emorpéeer Nivaka
(  --Tedia Zxéong EmaoTpoeng

EmpID nchar(10) NOT NULL, .
FirstName nchar(10) NULL | ANon UDF (Table-Valued) oto FROM

) Select *
AS FROM dbo.GetEmployees()

BEGIN
-- Eicaywyn OAwv Twv atroteAeopdatwy TS gkéons Emp1 otn oxéon @records
INSERT INTO @records

SELECT ssn,fname FROM Emp1

-- TepuaTIONOC TG ouvapTnong (To

RETURN;
END

cords TTIOTPEPETAI £TO1 KOl AAAIWG)

2nhueiwaon: To ammoréAeoua TG ouvapTnong UTTOPEI va

xpnaoiuorroin@ei otro FROM 20-20



C) UDFs og TSQL
(AlapOpPEC UE Sprocs)

 Ta UDFs kal oTa Sprocs £€XouV TTEPIOOOTEPEC OMOIOTNTEG
Tapd diagopég otnv TSQL.
 Baoikég dla@opég:
— A) 10 TTWG YiveTal n KARon: 21a UDFs n kKAfon
ouvnBwc oto SELECT (kal katrore oto WHERE i FROM)
evw ota SPROC n kAnon viverar yéow EXEC.

— B) 210 TTWG ETIOTPEPOVTAI TA ATTOTEAECHATA: 2T
UDFs ta ammoteAéopara JTTopouv va XpnoihoTroindouy
aueoa evw ota SPROC trpéTrel va tottoBeTnBoOUV O¢€
EVOIAMECOUG TTIVOKEG

.x., ['a xpon amoteAeopatwy NG spEmployee o€ eva query Ta
EI0AYW TTPWTA O€ €va evOlapeoo TTivaka EmpBack

INSERT INTO EmpBack
EXEC spEmployee 20-21



C) UDFs og TSQL

(AAAec Alagopéec UDF vs. Sprocs)

To UDF cival utrotrpOypaupua 10 OTTOIO YPAPETAI YIa va
EKTEAEI KATTOIOUC UTTOAOYIOHMOUG KAl VA ETTIOTPEPEI I
MOVAOIKNA TIMNA.

To Sproc €ival UTTOTTPOYPOAMMO TO OTTOI0 YPAPETAI VIO VO
EKTEAEI JIa akoAouBia atrd evToAEG Kal va eTIOTPEPEI 0 N
TMEPICOCOTEPEG TIMEG.

Ta UDFs INPETEI va emmiotpé@ouv Tiur pe To RETURN gevw
Ta SPROCs ptmropouv va xpnoipotroiouv To RETURN aAAaG
XWPIG va ETTICTPEPOUV TIMN.

UDFs ptropei va xpnoiuotroinBouv oto SELECT (dedopévou
TOU OTI OEV KAVOUV ETTECEPYATIA TTIVAKWYV)

Ta UDFs €xouv pyovo IN mrapapérpouc. Ta SPROCSs ptropei

va £xouv OUT i IN/OUT trapauéTpouc. 20.22



[ EvOidueool lMNivakec oe TSQL ]
(Temporary Tables in TSQL

O1 Tomikoi EvOiaueool lNMivakeg dnuioupyouvTtal oTa
TTAQiola pyiIag ouvdeoncg e TNV Baon (Session) Kal
KATAOTPEPOVTAl ANECTWC META.

— Eival xprjoiyol yia TTpoocwpivr) atrofnkeuon evOIANECWYV
aTTOTEAEOUATWY aTTO TTPpOoypdaupaTa TSQL

— Anuioupyia: CREATE TABLE #tablename ( ... )

« 2nueiwon: O Trivakag dnuioupyeital otnv tempdb, yivetal yépog Tou
transaction log.

— Elcaywyn Agd.: INSERT INTO #TemporaryTable
EXEC sp_SomeStoredProcedure

KaBoAikoi Evdiaueool MNMivakeg:

— Exouv avrioTtoixn Asitoupyia pe Toug TOTTIKOUG, UE TAV
dlapopAa OTI 0€ AUTOUC £XOUV TTPOCBaocn OAEC ol
OUVvOEOEIC ME TNV BAon (sessions).

— Anurovpyia: GREATE FABLE ##tablename/ (of Cv) 20-23



SQL/PSM - Persistent Stored Modules

« 210 TTPOTUTTO ANSI, TO Sprocs kal UDFs opilovTal
WG MEPOC TNG evoTnTag SQL/PSM (SQL/Persistent
Stored Modules)

— To Persistent (dnA., yoviya) utrodnAwvel OTI Ol
AEITOUPYIEC QUTEC aTroOnKeUoVTal KAl EKTEAOUVTAI ATTO
ToV d1a0€TN TNG BAONG TTAPA TOV TTEAATN.

* Baoiko MNMpoAnua cival To yeyovog OTl 0 KABe
KATOOKEUAO TS OKOAOUBEI OIKN TOUu ouvTagn yia
uAoTtroinon Tou PSM
— H TSAQL cival éva TTapddeiyua un-cupBatie YAwooac.
— To idlo 1oxUel yia Tnv PL/SQL (Procedural Language/

SQL) t1n¢ Oracle

20-24



YAotroinon lNpoyp. AvTikeineEvwyY Baong
uEow NAwoowv YywnAou ETritredou

 Ta TpoypPOAMHATIOTIKA avTIKEIiMEVA piac Baonc (UDFs,
Sprocs, Triggers, User-Defined Types, KTA) uttopouv o€
TTOAAEC BACEIC va ypa@OoUV UE oUVTAEN YAWOCOWYV UPnAou
emirédou avTi ye ouvragn SQL/PSM (TSQL, PL/SQL) 11.x.,

— SQL Server: Xprion .NET ka1 C#&(d6e¢ SQLCLR: SQL
Common Language Runtime). AKkOAouOei TTapadelyua
oTnNV ETTOUEVN OlAPAVEIQ.

— Oracle ka1 DB2: YAotroinon UDFs o¢

* Adyol XpAong autwy Twv TEXVIKUN.

DBMS
— [Tio TTOAAEC dUVATOTNTES O€ HIa c#

i . i Program
YAwoc oo upynAou emTITTEOOU

— Emidoon, Ao@dAsia, KTA. - r >

Catalog/ Indexes Tables ' 11i9gers

] JAVA

SProcs




YAotroinon lNpoyp. AvTikeineEvwyY Baong
uEow C#

using System;

using System.Data; YAotroinon evog UDF
using System.Data.Sq; oe C#
using System.Data.SqlTypes; TO OTTOIO
using Microsoft.SqlServer.Server; EVOWHATWVETAI OTIG
public partial class UserDefinedFunctions AEITOUPYiEG TNG BAONG
{

[Microsoft.SqlServer.Server.SqlFunction]

public static SqlString RiskProfile() DBMS ox -

{ Program rocs

// Put your code here

return new SqlString(“Hello”); - ]:n—” :

Triggers

Snueiwon: Asv xpeidleral va karaAGBere | Ct@loglindexes | Tables

I 11 avarrapioTouv ol BiBAI0BRKeSC aTo using 20.9%



YAotroinon NpoypauuaTIoTIKWV
AvTIKEINEVWY Baonc yeow JAVA

* Mrtropoupe va ekteAéooupe Kal Kwodika atov SQL Server o
oTT0ioC £X€l avaTrTuxOei oe JAVA

« Kavoupue compile (CLASS) kai package pia BifAiodnkn
(JAR — “jar cf jar-file input-file(s)”) Tnv oTTOoia OTN CUVEXEIQ
UTTOPOUME va KaAéooupue o€ diagopa onueia pye EXEC.

* MpoutrdéBeon: ZuutrepiAnwn Tou JAR o1o0 CLASSPATH.

DECLARE @paraml int
SET @paraml =3

EXEC sp_execute_external_script
@language = N'Java’,

@script = N'<packageName>.<ClassName>’,
@input_data_1 = N'<Input Query>’,
@paraml = @paraml

https://docs.microsoft.com/en-us/sqgl/language-extensions/how-to/call-java-from-sqgl?view=sql-server-ver15
20-27



https://docs.microsoft.com/en-us/sql/language-extensions/how-to/call-java-from-sql?view=sql-server-ver15

D) Cursors (Apopeic) oe TSQL

* ['vwpiloupe OTI TO ATTOTEAECHATA ETTEPWTNOEWY
ETTIOTPEPOVTAI OE€ MIA ETTEPWTNON UTTO HOP PN MIOG OXEONG
— T.x., “SELECT * FROM Emp1” emoTpépel Eva OAOKANPO TTivaka.

« Ed&v BEAoupE va ETTECEPYOAOTOUNE TA ATTOTEAECHATA AQUTA
YPOMMA-YPOAMMA (avTi va atTAd va TuTTwOouV), TOTE
xpnolponmoops TNV €vvola TOU Apopéa (Cursor).

_ -~ Cursor in Sproc (TSQL) Cursor in JAVA
DECLARE cursorname CURSOR FOR \ ResultSet rs;
SELECT * FROM Emp1 EI.I(PGGI'] rs = stmt.executeQuery("SELECT * FROM Emp1");
OPEN cursorname 2 while ( rs.next() )
WHILE @@FETCH_STATUS=0 anopsv,'w\!
< BEGIN O10@OVEILWYV  System.out.printin(rs.getString("ssn"));
S o PRINT @ssn G — }

AEN xpnoipotroioupe CURSORS w¢ utrokaTdoTaTo O€
SQL queries epdoov dev BeATIOTOTTOIOUVTAI KOI APYA.
Moévo yia repITTAoka queries (11.X., TTOAQTTAG

BrinaTta OTTWG avadpPoMIKK) KAEICTOTNTA, KTA.) 20-28
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D) Cursors (Apopeic) oe TSQL
(Mapaoderypa Xpnong)
USE epl342

DECLARE @ssn nchar(10), @fname nchar(10)
DECLARE employee cursor CURSOR FOR -- AfjAwan petaBAnTtri¢ Tutrou Cursor
SELECT ssn,fname FROM Emp1 -- ETrepwTtnon 1Tou cuvoéstal pe Tov Cursor

OPEN employee cursor -- Avolypa Cursor (EktéAeon ETrepwTtnong)

-- Avayvwaon TTpwTtnNG YPAUMNAG OTIC JETABANTEG id, fname

FETCH NEXT FROM employee cursor

INTO @ssn, @fname 0=0K, -1=ERROR,
WHILE @@FETCH_STATUS=mgav2d6aaGGV Ta ATToTEAEOUATA
BEGIN

PRINT RTRIM(@ssn) + ', ' + RTRIM(@fname) -- RTRIM: @ecuyel right spaces
FETCH NEXT FROM employee cursor -- Avayvwaon eTTONEVNS YPOUUNC Tumrdvel

INTO @ssn, @fname 1
END 2, Franklin
3, Alicia
B i 4, Jennifer
CLOSE employee cursor -- KAgioipo Cursor S

DEALLOCATE employee_cursor -- ATrodéopeuon lMivaka EVBIGUECWY |6 joyce
ATroTEAECHATWY TTOU XpnoluoTtrolei o SqglServer yia 1o Result Tou Cursor .| 7, Ahmad

EvaAAOKTIKG PEVEL TRV UVAUN MEXP! TO KALIGIUO TQU Session, ?, ~11ames



D) Cursors (Apopeig) og TSQL
(XapakTnpioTika Cursor)

 KateuOuvon Cursor: H default Asitoupyia Tou cursor givai
va Kiveital ymrpooT1d NEXT (default), eyypaen-cyypaen
uEoa o€ Eva atroTéAeopa. Ymrapyouv opiopata (SCROLL)
via va Kiveital diapopeTikad FIRST, LAST, PRIOR,
RELATIVE, KTA.

« Evnuépwon AtmroteAeopdatwy: Eival duvaro va
EVNUEPWVETAI TO aTToTEAEOUATA (aTTO AAAQ transactions)
Tou TTpooTreAauvetal atmo éva CURSOR (READ ONLY
(default) | UPDATE )

 EpBéAcia Cursor: H euféleia evoc CURSOR ptropei va
TTEPIOPIOTEI TOTTIKA pEoa oTo id1o batch) (LOCAL (default) |
GLOBAL)

— local to the batch, stored procedure, or trigger in which the cursor
was created. 20-30



D) Cursors (Apopeig) og TSQL
(Mapadeiypa Xpnong)

FIRST, LAST, PRIOR, RELATIVE
ISO Syntax

DECLARE cursor name [ INSENSITIVE ] [ SCROLL ] CURSOR
FOR select_statement
[ FOR { READ ONLY | UPDATE [ OF

lumn_name [,..n]]}]

[]

Transact-SQL Extended Syntax
DECLARE cursor name CURSOR [ LOCAL | GLOBAL ]

perform cursor work on data
without being affected by
changes happening in the

[ FORWARD_ ONLY | SCROLL] underl_ying table while the
[ STATIC | KEYSET | DYNAMIC | FAST _FORWARD ] query? I "
[ READ _ONLY | SCROLL_LOCKS | OPTIMISTIC ] executing. Insensitive

cursors can't make changes

[ TYPE_WARNING ] to underlying tables. They do

FOR select_statement create a ‘snapshot’ of the
[ FOR UPDATE [ OF column_name [,...n]]] existing data in tempdb
[:] when the cursor is declared.
ISO syntax T-SQL extended syntax
DECLARE MyCursor INSENSITIVE CURSOR DECLARE MyCursor CURSOR STATIC
FOR SELECT TOP 1000 * FROM Sales FOR SELECT TOP 1000 * FROM Sﬂj_%S'

http://examplesqgl.com/2019/09/17/insensitive-cursor-sql/



D) Cursors (Apopeig) og TSQL
(Mapadeiypa Script yia Backup Bacewv)

DECLARE @name VARCHAR(50) -- database name
DECLARE @path VARCHAR(256) -- path for backup files
DECLARE @fileName VARCHAR(256) -- filename for backup
DECLARE @fileDate VARCHAR(20) -- used for file name

SET @path ='C:\Backup\' -- karadAoyoc¢ atov otroio Ba yivel To backup

SELECT @fileDate = CONVERT(VARCHAR(20),GETDATE(),112)
Mop@oTtroinon Huep. ue
DECLARE db _cursor CURSOR FOR style 112, BnA. OF:
SELECT name 20091119
FROM master.dbo.sysdatabases
WHERE name NOT\IN\('\master','model','msdb','tempdb')

[Mivakag Tou KataAdGyou TTou TTEPIEXEI TA

-- Continued On Next Page oVOpOTa GAWY TWV BACEWY
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D) Cursors (Apopeig) og TSQL
(Mapadeiypa Xpnong)

-- Continued From Previous Page
OPEN db_cursor -- avoiyua cursor

FETCH NEXT FROM db_cursor -- avaktnon eTTOPEVNGS TIMAGC O€ TOTTIKNA var
INTO @name

WHILE @@FETCH_STATUS =0 1.y, 'C:\Backup\epl342 20091119.BAK
BEGIN

-- dnuioupyia filena
SET @fileName = @path + @name +' '+ @fileDate + ".BAK'
-- evTOAN yia backup Bdaong oTo directory/name @fileName
BACKUP DATABASE @name TO DISK = @fileName
-- To RESTORE DATABASE kavel restore Tnv Bdon
FETCH NEXT FROM db_cursor INTO @name

END

CLOSE db_cursor
DEALLOCATE db cursor

20-33



D) Transactions in TSQL

Mia doocoAnwia (transaction) cival pia cuAAoyn aTro
SQL statements n otroia ekteAgital wg 1 yovadag
epyaciac dlaoc@aAi(ovrag £TOI JETACU AAAWYV TNV
aToMIKOTNTA (OAQ N TiTToTA!)

USE tempdb;

GO

CREATE TABLE ValueTable ([value] int);

G0 Result
DECLARE @TransactionName varchar(20) = 'Transactionl';

BEGIN TRAN @TransactionName T/
INSERT INTO ValueTable VALUES(1), (2); 3
ROLLBACK TRAN @TransactionName;
INSERT INTO ValueTable VALUES(3),(4);
SELECT [value] FROM ValueTable;

DROP TABLE ValueTable;

20-34



SQL Transaction Control Language
(SQL-TCL)

* Me 11c TTpoekTAoeIc TCL tnc T-SQL (kai Tng SQL
EUPUTEPQ) PTTOPOUE Va BeRaiwBouue OTi
OlacPaAieTal N oNUACIOAOYIKN AKEPAIOTNTA TWV
OEQOUEVWV TTEPA ATTO TOUC UNXAVIOUOUC TTOU
eidape NON.

« TCL commands are:

« BEGIN TRAN - begin of transaction

« COMMIT TRAN - commit for completed
transaction

« ROLLBACK - go back to beginning if something

was not right in transaction. .



50
51
52

2
-

54
55
56
57
58
59
60
61
62
63

SQL-TCL

-/BEGIN TRANSACTION

|

-|UPDATE dbo.authors
SET au_fname = 'Almir’

—IUPDATE authors

SET au_fname = "Almir’
WHERE city = 'Mostar'

=IIF @@ROWCOUNT = 5

COMMIT TRANSACTION
ELSE

ROLLBACK TRANSACTION

WHERE au_id = '172-32-1176"
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E) Indexes in TSQL

« 'Eva gupeThpio (index) cival pia dopr OedOUEVWY
(MayvNTIKOU-JEOOU) N OTTOIa BEATILWVEI TNV ETTIOOON
AVAKTNONG OEOOUEVWY ATTO TOUC TTIVAKEC.
 Mapadeiypa
— CREATE INDEX idx ON PER (LastName);
— SELECT * from PER WHERE Lastname="X"; # now much faster!
— DROP INDEX idx; # drops the index.

« Clustered (Nonclustered) index: n Tacivounon Twv
OeOOMEVWV TOU gupeTnpiou gival n idia (OxI n idia) JE auTn

TWV OEOOUEVWV.
— CREATE CLUSTERED INDEX ix_parts_id ON production.parts (part_id);

tMoc

dellD]

. Query 1: Query cost (relative to the batch): 100%
\A’I()l]t If](iEB)( SELECT part_id, part_name FROM production.parts WHERE part_id = 5

|
™
Ta?le Sc~an Cluste[red Inf.ie[xv Seek (Clruds]te:ed) 20 37
~ parts] _ parts].[ix_parts i -
Cosx: ML c 100 % CastRILk Cost: 100 %

Lost:




ECwTeEPIKOG NMpoypaupaTicpog DB

Internal DB Programming External DB
DBMS Prog_r_a_rr_][nlng
_ -~ Eppacn ETTOHEVWY ™~ _
SProcs UDFs Rt Ala@aveiwv AN

Int :'faces: Prczgramlr:ninhg Lar;glj_lupage \\I
‘ﬁé_>\DBC, .X., Python, ; :
ODQC, JAVA, C, C#,...) //

SQLSRY, 7

- P d
KTA. “~—_______=-- -
[ rs
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AlaOIKTUOKOC poypauuaTIONOG
Baoewv AedouEvwy

e 2TO EPYOAOCTNAPIO KAI TNV AOKNON €idaTe NON £va
BaoiKO oKEAETO ouvdeonG aTnV PAcn OEOOPEVWIV

— [eproodTepa oto KEPAAalo 11 Tou BIBAiou Kal JETAyEVESTEPQ
Madriuara (TexvoAoyia Aoyiouikou & Npoyp. 2uoTNUATWY)

@)
//Program Segment P1l:
0) <?php
1) // Printing a welcome message if the user submitted ©
// through the HTML form o R
2) if ($ POST['user name']) {
3) print("Welcome, ") ; @
4) print($_POST[ 'user_name']); Welcome, John Smith
5) }
6) else {
7) // Printing the form to enter the user name since no name has
// been entered yet
8) print <<< HTML
9) <FORM method="post" action=" $_SERVER[ 'PHP_SELF']">
10) Enter your name: <input type="text" name="user_ name">
11) <BR/>
12) <INPUT type="submit" value="SUBMIT NAME">
13) </FORM>
14) _HTML ;
15) }

16) 2> 20-39



Stored Procedure in PHP

<?php

echo "Connecting to SQL server (" . SserverName . ")<br/>";

echo "Database: " . S$SconnectionOptions[Database] . ", SQL User: '
SconnectionOptions [Uid] . "<br/>";

//echo "Pass: " . SconnectionOptions[PWD] . "<br/>";

Stsql = "{call EmployeesFromCity (?)}";

echo "Executing query: " . S$tsgl . ") with parameter " . $ GET["city"];

// Getting parameter from the http call and setting it for the SQL call
Sparams = array (

array ($_GET["city"], SQLSRV_PARAM IN)

) ;

SgetResults= sqlsrv query(Sconn, $tsql, S$params);

echo ("Results:<br/;");

if (SgetResults == FALSE) die(FormatErrors(sqglsrv _errors()));

PrintResultSet ($SgetResults) ;
sqlsrv_free stmt(SgetResults); /* Free query resources. */

sqlsrv close( S$conn); /* Free connection resources. */ 20-40



AlaOIKTUOKOC poypauuaTIONOG
Baoewv AedouEvwy

e 2NUEPQA VIVETAI EKTETAPEVN XPNON TTAQICIWY VIO VO
KAIMOKWOEI N avaTrtuen

e 2NMAVTIKO Va yvwpifouue dlaxeipion 0EOOUEVWY OTO
eMiTTeEd0 TNG BA0ONG yIa TTAPEUPATEIC OTTOU XpPEeIadeTAal.

Javascript Framework Web Framework (Laravel/PHP,
: Django/Python, Node.JS, React,
JavascriptAJAX ASP.NET, Angular, ...
—
4__

Vue.js, react.js,
angularjs, Inertia.js,
leaflet.js (maps), ionic
(mobile) 20-41




AlaOIKTUOKOC poypauuaTIONOG
Baoewv AedouEvwy

Dimensions: iPad ¥ 768 x 1024 150% ¥ No throttling ¥

#@ vgate.cs.ucy.ac.cy/edbticdt/

| Fri, Nov 12, 2021, 12:00 GMT+1

| | NiCOSIA 2021

EDBT/ICDT 2021

Conference finished! We wish you had a wonderful time. Please enjoy the conference
material below.

VGATE v1.9.r
amory Elements Console Sources Lighthouse Performance Application Network Security
X ® O V¥ Q O Preservelog Disable cache Nothrotting v = @ # ¥
el Saling| G @ | Filter O Invert OJ Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [J Has blocked cookies [J Blocked Requests [J 3rd-party requests
5000 ms 11200 ms 15000 ffs 20000 ms 25000 ms 30000 ms 35000 ms 40000 ms 45000 ms 50000 ms 55000 ms 60001
]
Name X Headers Preview Response Initiator Timing Cookies
rooms.php v General
clock/

Request URL: https://vgate.cs.ucy.ac.cy/edbticdt/clock/
Request Method: GET

Sauscode: © 200 x Browser Development Tools

Remote Address: 194.42.17.196:443

Referrer Policy: origin-when-cross-origin (Xpr'lo-lua Yla Trpovpa“ “a-no-“é)

v Response Headers View source
Connection: Keep-Alive
Content-Length: 21
Content-Type: text/html; charset=UTF-8
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Keep-Alive: timeout=5
2 /26 requests | 747 B/ 1.8 MB tran il A

Screenshot
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ESwTtepIkog Npoypaupatiopog DB

External DB Programming

 EvowpuaTtwuevn SQL (Embedded SQL)
—SQLCA kar SQLJ

« Evowpatwpévn SQL pe KARoeig
2uvapTRoewv (Embedded SQL with
APIls and Functions Calls)

—JDBC kai SQL/CLI (ex ODBC)

20-43



Eumédwon SQL oe Nwooa C (SQLCA)
MNapadeiypa

include "sqglca.h"
/] Z0vdeon pe TNV BdAon OedOUEVWV HECW ECEIDIKEUPEVWV EVTOAWVY

int loop; // petaPAnth C AnAwon MeraBAntwv
EXEC SQL BEGIN DECLARE SECTION; / UETAPOPAC dEOOUEVWY ATTO
varchar dname[16], fname[1l6] SQL os C

char ssn[10], bdate[11], ..;
int dno, dnumber, SQLCODE, ..;
EXEC SQL END DECLARE SECTION;

loop = 1; ['vwpiouara 2xéon¢ Baong ApXIKOTIOINGN
while (loop) { UETABANTWV LETAQOPAC
prompt (“Enter SSN;”“, ssn); 5£50,UéV(,UV
EXEC SQL
select FNAME, LN ADDRESS, SALARY 'E/\£VXO§ /\C(G(AI)V
into :fname, :lname, :address, :salar
from EMPLOYEE wh
if (SQLCODE == 0) printf (fname, ..);
else printf (“"SSN does not exist: “, ssn);
prompt (“More SSN? (l=yes, O=no): %, loop);
END-EXEC

}  Edv 1o amoréAgopa nrav ouvoAo AEIGOWY TOTE KATTOU £0W Ba UTTOPOUTE  94.44
va xXpnoiuotromBer évac<CursormcSQLOAYIa €KFOTHVOT) arfOTEASOUATWY



Calling Stored Procedures from
JAVA (with input

getEmployeesByLastNameCS (String lastNameStartsWith) {

CallableStatement cstmt = null;
ResultSet rs = null;
try {
cstmt = connection.getConnection () .prepareCall (

"{call HumanResources.uspGetEmployeesByLastName (?)}",
ResultSet.TYPE_SCROLL_INSENSITIVE,

SQL Server Stored Procedure

CREATE PROCEDURE [HumanResources].[uspGetEmployeesByLastName]
@LlastNameStartsWith VARCHAR(20) = 'A’

AS
BEGIN
SET NOCOUNT ON;

SELECT Title, FirxtName, MiddleName, LastName, Suffix
FROM Person.Person
WHERE (PersonType 'EM') AND (LastName LIKE
@lastNameStartsWith + '%')

ResultSet.CONCUR READ ONLY) ; END
GO
cstmt.setString("lastNameStartsWith", lastNameStartsWith) ;
boolean results = cstmt.execute() ; inF)ut
int rowsAffected = 0; SET NOCOUNT ON
prevents the sending of
// Protects against lack of SET NOCOUNT in stored prodedure DONE_IN_PROC messages
while (results || rowsAffected != -1) { to the client for each
if (results) { rs = cstmt.getResultSet(); break;} statement in a stored

else { rowsAffected cstmt.getUpdateCount () ;}

cstmt.getMoreResults () ;

results

}

while (rs.next()) { System.out.println(rs.getString("LastName")

+ rs.getString ("FirstName") + "4 rs.

}

} catch (Exception ex) { e.printStackTrace()

}

procedure. For stored
procedures that contain
several statements that do
not return much actual date
or for procedures that
contain Transact-SQL loops,
setting SET NOCOUNT to
ON can provide a significan
performance boost, becaus

network traffic isﬁffﬂ%

reduced.

"
14

getString ("MiddleName")) ;

+



Eutmrédwon SQL o JAVA (SQLJ)

* YTTapxel N duvaTtotnta eutrédwong SQL
ekppaocewyv Kal oe JAVA, KAT aVTiOTOIXO TPOTTO HE
10 SQLCA 110U €idaue oTnNV TTPONYOUMEVN
dla@avela.

* AuTn n TTpooTTaBela, TTou ¢eKivnoe atro Tnv Oracle
ovopadletal SQLJ kal £xel 0TOXO va KAVEI TOV
Tpoypappatiopo JAVA+Oracle eukoAdTEPO.

— 2710 SQLJ, o1 eptredwpuévec SQL ekppaoelg
LMETATPETTOVTAI ATTO TOV PeTappaoTr sqlj o JDBC
KANOEIC, OTTOTAV QUTI N TEXVOAOYIa €ival aTTAQ £va
ETTITTEQ0 APAIPETIKOTNTAC TTAVW at1rd 10 JDBC.
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Eutmrédwon SQL oe JAVA (SQLJ)
[Mapadelyua
ssn = readEntry ("Enter a SSN: ");
tryJ/ AnAwan o1 akoAouBei utredwuévn SQL Ekppaon
#sgl{select FNAME, LNAME, ADDRESS, SALARY

into :fname, :lname, :address, :salary
from EMPLOYEE where SSN = :ssn};

}
catch (SQLException se) {
System.out.println ("SSN does not exist:

} Aiayeipion Nabwyv uéoa oro lNepiBailov tn¢ JAVA

System.out.println(fname + " " + lname + .. ); .



Evowpatwpévn SQL péow
KANCEWYV 2UVOPTNOEWV

* O o TTapadociIakKog TPOTTOg oUvOEONC UIa
epapuoyng ue pia DBMS cival pEow KARCEWYV
OUVOPTAOCEWV.

— Ed&v n epapuoyn cival ypapupévn og JAVA 10TE XpNOIMOTIOIEITAI TO
JDBC, 10 oT110i0 €idaTE OTO PPOVTIOTAPIO.

 EdQv n gepappoyn cival ypauuEvn o€ GAAN YAwooa
TOTE Xpnoiyotroliouvtal aAAa API (Application
Protocol Interfaces kai BiBAI0Bnkec.
— SQL/CLI (o diadoxoc Tou ODBC) 1 OLEDB (o€ Win)
— Microsoft's ActiveX Data Objects ADO ('96), ADO.NET

« 2Uvoyn TexvoAoyiwv MNpdoBaong o Aedopéva atrd tnv Microsoft:
http://support.microsoft.com/kb/190463
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Evowpatwpévn SQL péow
KANCEWYV 2UVOPTNOEWV

[a ouvdeon yéow ODBC og Windows atraiteital n

ONAwaon uiag faong otov Data Source

Administrator Twv Windows

User DSN I System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

User Data Sources:

Name I Driver Add...

dBASE Files Microsoft Access dBASE Driver [*.dbf, “.n

Excel Files Microsoft Excel Driver [*.xls, * xlsx, * xlsm, Remove |

MS Access Database  Microsoft Access Driver (*.mdb, *.accdb) Confiaure I
Yisio Database Samples Microsoft Access Driver (*.mdb) St

Kl | H

An ODBC User data source stores information about how to connect to
B ’ the indicated data provider. A User data source is only visible to you,
— and can only be used on the current machine.

| 0K I Cancel Apply Help
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